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About me

- BMC Engineer @ Server ODM

- 1 year Kubernetes & OpenBMC /
Buildroot

- Recent OSS:

- nuta/operating-system-in-1000-lines
(RISC-V)

- Links
-  hackmd.io/@alanhc
- https://www.linkedin.com/in/alanhc316/



https://github.com/nuta/operating-system-in-1000-lines
https://hackmd.io/@alanhc/til
https://www.linkedin.com/in/alanhc316/
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Learning Objectives

After this talk you will be able to...

1. Configure GDB for cross-debugging on a 64 MB BMC.
2. Explain the core GDB architecture (remote stub, gdbserver, symbols).
3. Apply userspace debugging workflows (gdbserver, core-dump).
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Out-of-Scope coscue

Not covered today — happy to chat afterwards

Yocto build internals
Kernel-space debugging
Perf / eBPF profiling

Al tooling (MCP)

For Yocto basics, feel free to check out my notes. I've written a step-by-step guide
on how to set up everything on a Raspberry Pi.
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https://hackmd.io/@alanhc/BJQAi7vLxx

Agenda
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Motivation & real-world crash
Toolchain

Cross-debug setup
SIGSEGV walk-through
Deep dive: reading a core file
Q-A & Resources
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If debugging is the process of removing software bugs,
then programming must be the process of putting them
in. - Edsger W. Dijkstra
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You might heard this before...

ST

Rubber Duck Debugging printf Debugging




In real scenario

pros e Requires no tools

e Cannot directly identify
bugs or runtime issues.
cons e Less effective for complex
or low-level problems.
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printf

Quick way to observe values
and control flow.

Requires recompilation and
rerunning the program multiple
times.

Output can get messy and
hard to interpret.



But in real world
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PHOSPHOR-PID-CONTROL [...
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+ logging.hpp
+ pid.cpp

+ pid.hpp

+ stepwise.cpp
+ stepwise.hpp

builder.cpp
builder.hpp
buildjson.cpp

* buildjson.hpp

+ controller.hpp

+ fan.hpp

+ fancontroller.cpp

+ fancontroller.hpp

pidcontroller.cpp

+ pidcontroller.hpp
+ pidloop.cpp

+ pidloop.hpp
i) README

stepwisecontroller.cpp

+ stepwisecontroller.hpp
+ thermalcontroller.cpp
+ thermalcontroller.hpp
* tuning.cpp

* tuning.hpp

+ util.cpp

+ zone_interface.hpp

* zone.cpp

zone.hpp
ensors

ubprojects

sysfs

\DME.md G+ logging.cpp X

i OIN= pid > ec > €* logging.cpp
1 VeSS
Copyright 2022 Google Inc.

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.

You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software

distributed under the License is distributed on an "AS IS" BASIS,

WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or imp

See the License for the specific language governing permissions and
r the License.

*
*
*
*
*
*
*
*
*
*
*
*

openbmc/phosphor-pid-control/pid/buildjson.hpp

#include "logging.hpp"

#include "../tuning.hpp"
#include "pid.hpp"

#include <chrono>
#include <cstddef>
#include <fstream>
#include <iostream>
#include <map>
#include <string>
#include <utility>

namespace pid_control
{
namespace ec

{

// Redundant log entries only once every 60 seconds
static constexpr int logThrottle = 60 *x 1000;

static std::map<std::string, PidCoreLog> nameTolLog;

static bool CharValid(const std::string::value_type& ch)


https://github.com/openbmc/phosphor-pid-control
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Motivation

e Why bother with GDB on a tiny BMC?
a. Logs show only Segmentation fault — need line-level context.
b. Recompiling printf() is slow — need interactive breakpoints.

root@192.168.5.6's password:
sh-5.2# systemctl status hello.service
hello.service - Hello OpenBMC Meson Demo
Loaded: loaded (/usr/lib/systemd/system/hello.service; abled; preset: enabled)
Active: (Result: core-dump) since Mon 2025-08-04 22:49:43 UTC; 1 day 12h ago
Duration: 514ms
Invocation: abaff80d6408466a9b4ef13e3d890bc2
Process: 388 ExecStart=/usr/bin/hello
Main PID: 388 (code=dumped, signal=SEGV)

Aug 04 22:49:41 raspberrypi3 systemd[1]: hello.service: Failed with result 'core-dump'.

Aug 04 22:49:43 raspberrypi3 systemd[1]: hello.service: Scheduled restart job, restart counter is at 2.
Aug 04 22:49:43 raspberrypi3 systemd[1]: hello.service: Start request repeated too quickly.

Aug 04 22:49:43 raspberrypi3 systemd[1]: hello.service: Failed with result 'core-dump'.

Aug 04 22:49:43 raspberrypi3 systemd[1]:
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/2e in main () at /usr/src/debug/hello/1.0/main.cpp:

(gdb) 1list
#include <iostream>

int main() {
std::cout << "Hello, World!" << std::endl;
intk ptr = nullptr;
std::cout << *xptr << std::endl; // Dereferencing a null pointer causes a segmentation fault (core dump)

ol )

e Provides deep insight into program internals: memory, registers,
pros stack, etc.
e Excellent for analyzing segmentation faults, crashes, and core
dumps.

e Steeper learning curve for beginners.
cons e |ower than printf debugging for simple issues.
e Might be affected by compiler optimizations



Debugging Methods

Setup
Visibility
Turnaround

Best for

printf()
none
values only
recompile

simple logic
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GDB

one-time gdbserver
full stack / registers
live

crashes, memory
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Backgrounds - Yocto Project

- meta-layer: A collection of recipes, configuration files, and classes that define
how software is built in Yocto.

- local.conf: The main user configuration file in Yocto.

- layer.conf: A configuration file inside each meta-layer.

- BB file: Defines how to fetch, configure, compile, and install a package.

- meson.build: The project definition file for the Meson build system.




Backgrounds - Yocto Project

Source Directory (e.g. poky directory)
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https://docs.yoctoproject.ora/singleindex.html 1

bitbake User Conﬁguratlon

: 'Edits
build :
documentation ; I A
meta : ) 3 |

Build Directo e

meta-poky ry v _} bitbake
meta-selftest conf <tar'get>
meta-skeleton 2 —p bblayers.conf \ 4
meta-yocto-bsp local.conf
Scripts site.conf ’ 4

oe-setup-builddir auto.conf BitBake

!

oe-init-build-env ‘—.} - Scinitbuild eny



https://docs.yoctoproject.org/singleindex.html
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Backgrounds - Toolchain

-  GNU Compiler Collection (GCC): A widely used compiler suite that supports
C, C++, and other languages.

- GNU Binutils: A set of binary tools (e.g., as, Id, objdump) used for
assembling, linking, and inspecting binaries during the build process.

- Meson / GNU Make: Build systems that control how software is compiled.

- GNU Debugger (GDB): A powerful debugger for tracking down bugs in
compiled programs.

- ABI (Application Binary Interface) defines how binary code components
(like object files or libraries) interact at the machine-code level.

w]
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Yocto + Toolchain backgrounds

- Layer — recipes — .bb — bitbake
- SDK: oecore-x86 64 = cross compiler + sysroot
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Compiler Flags for Debugging and Optimization coscut

- Optimization Level: Specifies how aggressively the compiler optimizes the
code for performance or size

- Debug Symbol: Debug symbols map compiled machine code back to source
code (function names, line numbers, variable names).

- Frame Pointer: A frame pointer (usually ebp/rbp/fp) is used to keep track of
function call stacks.

CFLAGS:append " =00 -g3 -fno-omit-frame-pointer"

CXXFLAGS: append " -00 -g3 -fno—-omit-frame-pointer"




Problem

ARM Cortex-A7

x86_64 host
L— cross-compiler ——» ARM Cortex-A7 BMC (OpenBMC)
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Cross Debug coscuép

e Cross Compiler: Generates binaries and debug symbols for the target
architecture, not the host.

e Sysroot: Provides GDB access to the target system's shared libraries (e.g.,
libc.so, libm.so), enabling accurate symbol resolution and call stack tracing.

e ABI(Application Binary Interface): Defines how registers, stack frames, and
floating-point operations are handled on the target.

e Debug symbol: Maps memory addresses to source code, allowing GDB to show
file names, line numbers, and variable names during debugging.

e Substitute-path: Maps build-time source paths (on the target) to local paths (on
the host), so GDB can locate and display the correct source code.




alanhc@alanhc-svrl: ocal, e-x86_64/sysroots$ tree -L 3 -F —d

Setup Sysroot =
step Command Generate b
path = S—

Build sdk | bitbake -c populate_sdk tmp/deplo ccurit
obmc-phosphor-image y/sdk

install Jtmp/deploy/sdk/oecore-obmc-phosphor-imag | /usr/local/o iles.c
e-x86_64-cortexa7t2hf-neon-vfpv4-raspberryp | ecore-x86 ome
i3-toolchain-nodistro.0.sh _64 S

Sysroot

sbin —> u
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Cross Environment commands

Description

Source env

cross compiler
target sysroot
toolchain

Yocto SDK
rootfs

command

/usr/local/oecore-x86_64/environment-setup-cortexa7t2hf-neon-vfpv4-openbmc-linux-gnue
abi

echo $CC
echo $PKG_CONFIG_SYSROOT _DIR
echo $PATH

echo $OECORE_TARGET SYSROOT
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SIGSEGV Example coscuf

#include <iostream>

int main() [
std::cout << "Hello, World!" << std::endl;
intk ptr = nullptr;
std::cout << *ptr << std::endl; /
return 0;

concept compile OS

NULL > Addr 0x0 > Segmentation Fault (SIGSEGV)
*ptr
a (dereference)

(invalid page / no access)




In Yocto Project doc...

In your local.conf file, set the following:

IMAGE_GEN_DEBUGFS = "1"
IMAGE_FSTYPES_DEBUGFS = "tar.bz2"

Make the following addition in your local.conf file:

EXTRA_IMAGE_FEATURES:append = " tools-debug"

Your Image will become really large!
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Two less memory GDB Debugging methods /
Coredump
GDBServer (Recommend)
1
2 crash core
crash BMC 3

o=
gdbserver gdb in SDK /scp

Backtrace
1

Backtracing
2




GDBServer Remote debug

Host Terminal:

(gdb) target remote $BMC_IP:1234

Host

Symbol

toolchain

BMC

gdbserver

2
crash

Hm

gdbserver gdb in SDK

Backtrace
1

BMC Terminal:

gdbserver :1234 {program_binary}
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Core Dump Analysis Backgrounds

When will core file be generate?
- When the process crashes, e.g., SIGSEGV
- System allows dumping (check ulimit -c)
- Iproc/sys/kernel/core_pattern is valid and writable
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Core Dump Analysis Backgrounds

high

[Recall]

address

low
address

uninitialized
data(bss)

initialized
data

text

>

I

I

I

command-line arguments
and environment variables

initialized to zero
by exec

read from
program file by
exec

Memory Lavout of C Programs

Memory Section

Description

Stack Function calls, local variables, backtrace info
Heap Dynamically allocated memory (malloc, etc.)
.bss (Data) Uninitialized global/static variables (known size)
.data Initialized global/static variables

text Executable code (machine instructions)

Mapped Libraries
(mmap)

Shared libraries (like libc, libm)

VDSO / Linker

Virtual dynamic shared object (e.g., for gettimeofday)



https://www.geeksforgeeks.org/c/memory-layout-of-c-program/

1
crash

Core Dump Analysis Configuration i —>

local.conf Ap

IMAGE_INSTALL:append =" coreutils"

EXTRA_OECONF +="ULIMIT_CORE=unlimited"

EXTRA_OECONF +=
"KERNEL_PARAM_CORE_PATTERN=/var/lib/systemd/coredump/core.%e.%p.%t"

Backtracing
2

-bb file -00: Disable all optimizations to preserve original code structure.

CFLAGS:append =" -0O0 -g3 -fno-omit-frame-pointer"
CXXFLAGS:append =" -O0 -g3 -fno-omit-frame-pointer”

-g3: Include full debug information, including macro expansions.
-fno-omit-frame-pointer: Keep the frame pointer for stack
INHIBIT PACKAGE STRIP="1" tracing and better debugging (especially with GDB or perf).

INHIBIT—PACKAGE—DEBUG—SPLIT ="0" Don't strip binaries (keep debug symbols in the binary)
Enable debug split



==7 T (2 .text B

file /aér/ibéél/beéofe¥x8

_é4/syé}oots/cortexa7t2hf—neon—vfpv4—openbmc—linux—gnueabi/usr/bin/hello

symbol:filé//dé?}iocai)decore—x86_64/sysroots/cortexa7t2hf—neon—vfpv4—openbmc—1inux—gnueabi/usr/bin/.debug/hello

éore—file héilé.cérévu

=== VS It = U /& ===

set sysroét//u;f}16&51/6éc6}é4x86_64/5ysroots/cortexa7t2hf—neon—vfpv4—openbmc—linux—gnueabi
set solib-search-path $sysroot/usr/lib
set debug-file-directory $sysroot/lib/.debug

UDoOoNOODOWeESRNWARULIO

S

éet suBstifU{e—bath//usr/src/debug/hello/l.0 /home/alanhc/workspace/coscup/openbmc/meta-mytest/recipes—example/hello/fil

info sources
info sharedlibrary
bt

3
2
1
7
il
2
3
4

OVYW) ¥ master [ openbmc > ] hello.gdb

Usage: arm-openbmc-linux-gnueabi-gdb -x hello.gdbinit
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Congratulation, You find Bug!

(gdb) backtrace

#0 0x004ba72e in main () at /usr/src/debug/hello/1.0/main.cpp:
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[Deepdive] How to calculate by hand?

ELF
Header
(gdb) info files . p_vaddr
0x004ba000 - 0x004bb000 is load1 Load Base
MMU
PC = 0x004ba72e VMA
Offset = 0x004ba72e - 0x004ba000 = 0x72e SLF offset oad addr

alanhc@alanhc svrl IC $ arm-openbmc-1linux—gnueabi-addr2line -e /usr/local/oecore-x86_64/sys
roots/cortexa7t2hf—neon—vfpv4—openbmc—11nux—gnueabl/usr/b1n/ debug/hello 0x72e -f -C

main

/usr/src/debug/hello/1.0/main.cpp:7
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[Deepdive] How to calculate by hand?

/usr/src/debug/hello/l 0/
alanhc@alanhc-svrl:~/workspace/coscup/openbmc/build/tmp/deploy/sdk$ arm—-openbmc-1linux-gnueabi-objdump -d hello.

hello.debug: file format elf32-littlearm

Disassembly of section .init:

00000604 <.text>:

604: oboofo4f bleq 3¢c748 <__cxa_finalize@plt+0x3c150>
608: 0e00f04f cdpeq O, @, cri5, cro, cri5, {2}

60c: 466abc0o2 strbtmi fp, [sl]l, -r2, lsl #24

610: b401b404 strit fp, [rl], #-1028 @ oxfffffbfc
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[Deepdive] How to calculate section address
(gdb) info files

Local core dump file:

Local exec file:

* /home/alanhc/workspace/coscup/openbmc/build/tmp/deploy/sdk/he ;E/:sr/lo;at/ogcggi—x%ﬁll/sysroots/cortexa7t2hf~neon4vfpv&openbmc—lmuxAgnueabi/usr/bin/hello', file type elf32-littlearnm.
= i ntry point: Oxi

0x00455000 — 0x00450000 is load? 00000174 - GXO00ISH i note.rubul-id

0x004bc000 - 0x004bd000 is load3 X - 0x is .interp

0x00fbco00 - 0x00Tdde0d is load4 gxgggggizg - gxggggg%gg is -gnU-hash

0x76cb6000 — 0x76cb8000 is load5 X - OX 1s .dynsym

0x76cb8000 - 0x76cb9000 is load6a 0x000002d0 - 0x00000468 is .dynstr

0x76cb9000 - 0x76cfdO0@ is load6b 0x00000468 - 0x00000488 is .gnu.version

0x76cfdo0d — 0x76cfe@0d is load7 0x00000488 - 0x00000508 is .gnu.version_r

0x76cfe000 - 0x76cff000 is load8 0x00000508 - 0x00000558 is .rel.dyn

0x76cff000 - 0x76d00000 is load9a 0x00000558 - 0x00000590 is .rel.plt

0x76d00000 - 0x76e01000 is load9b 0x00000590 - 0x0000059c is .init

0x76e01000 - 0x76e03000 is load10 0x0000059c - 0x00000604 is .plt

0x76€03000 - 0x76e04000 is load1l 0x00000604 - 0x00000764 is .text

0x76€04000 - 0x76e0e000 is loadl2 0x00000764 - 0x0000076C is .fini

0x76€0e000 — 0x76e0f000 is loadl3a 0x0000076c - 0x000008a4 is .rodata

0x76e0T000 — 0x76e26000 is load1l3b 0x000008a4 - 0x000008b0 is .ARM.extab

0x76€26000 - 0x76e27000 is loadl4 0x000008b0 - 0x000008c8 is .ARM.exidx

0x76e27000 — 0x76e28000 is loadl5 0x000008c8 - 0x000008cc is .eh_frame

0x76€28000 - 0x76€29000 is loadl6a 0x000008cc - 0x000008ec is .note.ABI-tag

0x76e29000 - 0x76b5000 is load16b 0x00001eac - 0x00001ebd is .init_array

0x76fbc00d — 0x76fbd000 is load1s OxOOOELChd — OBBRLTEC i5 dynanic

X (d - 0x is loa X ebd - 0x ¢ is .dynamic

0x76Tbd000 - 0x76fbfe00 is loadl9 0x00001fbc - 0x00002000 is .gzt

0x76fc1000 — 0x76Tc3000 is load20 0x00002000 - 0x00002008 is .data

0x76fc3000 — 0x76Tc4000 is load2la 0x00002008 - 0x0000200c is .bss

0x76c4000 - 0x76fdf000 is load21lb 0x7ef7b0d4 - 0x7ef7b100 is .hash in system-supplied DSO at 0x7ef7b000

0x76fdf000 - 0x76fel000 is load22 0x7ef7b100 - 0x7ef7b160 is .dynsym in system-supplied DSO at 0x7ef7b000

0x76fe1000 - 0x76e2000 is load23 0x7ef7b160 - Ox7ef7blcf is .dynstr in system-supplied DSO at 0x7ef7b00o

0x7ee8b000 - 0x7eeac000 is load24 0x7ef7b1do - 0x7ef7bldc is .gnu.version in system-supplied DSO at 0x7ef7b000

0x7ef79000 - 0x7ef7a000 is load25 Ox7ef7bldc - @x7ef7b214 is .gnu.version d in system-supplied DSO at 0x7ef7b000

0x7e{72000 - 0x7ef7b00a is load26 0x7ef7b214 - 0x7ef7b268 is .note in system-supplied DSO at @x7ef7b0

Ox/el/nU R K e cOD0 R LS Mlond | 0x7ef7h268 - 0x7ef7b2f0 is .dynamic in system-supplied DSO at 0x7ef7b000

oxffffooee - oxffff1000 is load28

0x7ef7b2f0 - 0x7ef7b330 is .ARM.exidx in system-supplied DSO at @x7ef7b@e@

file VMA
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[Deepdive] How to calculate section address

arm-openbmc-linux-gnueabi-addr2line -e hello 0x628

(range in memory) 0x004ba604 - 0x004ba764

This range in

_ _ ELF .text offset 0x604
(core file) 0x004ba000 - 0x004bb000 is load1 |

Entry point: 0x604 CPU start * '033 base 0x004ba000
The .text section starts at offset Ox604 in the ELF file. Run-time PC 0x004ba604

0x004ba000 + 0x604 = 0x004ba604
Page base offset

0x00000764 - 0x00000604 = 0x160 bytes
text end text start start
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Deep dive to OS! coscué

e & github.com (4] "

1 README &3 License Za— [IETTET

Writing an Operating System in 1,000 Lines : TypeScript 26.5%

® Linker Script 2

(translated by @

(Tra@tec; by

Domain® SysSuspend

Boot HART ID

Boot HART Domain

Boot HART Priv Version

Boot HART Base ISA

Boot HART ISA Extensions : sstc,zicntr,zihpm,zicboz,zicbom,sdtrig,svadu
Boot HART PMP Count : 16

Boot HART PMP Granularity : bits

Boot HART PMP Address Bits 2

Boot HART MHPM Info 16 (0x0007fff8)
Boot HART Debug Triggers : Z triggers

Boot HART MIDELEG 1 Ox00001666

Boot HART MEDELEG 1 Ox00fObS09

virtio-blk: capacity is 3072 bytes
file: hello.txt, size=83

file: meow.txt, =6

> hello

Hello world from shell?

> uritefile

wrote 2560 bytes to disk

> 1

https://qithub.com/nuta/operating-system-in-1000-lines
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You can focus on
Week 1-6
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€Embedded Linux

Conference
Europe

Tutorial:

Debugging Embedded
Devices using GDB

Chris Simmonds / 2net Ltd

https://youtu.be/JGhAgd2a Ck
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Thank You -

Ask me anything!

If you have any question or opportunities

Please send to

alan.tseng.cs@amail.com or connect

https://www.linkedin.com/in/alanhc316/
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